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Today’s distributed mobile workforce requires secure remote access to corporate network
resources. Network security administrators need a VPN client solution that is simple to deploy,
manageable, and completely secure. The NETGEAR ProSafe VPN Client Professional software
delivers the ideal solution, with robust encryption and broad support across multiple connection
types and Microsoft® Windows® operating platforms. The ProSafe VPN client provides easy setup
and seamless compatibility with the full line of NETGEAR ProSafe VPN Firewalls, ProSecure

UTM security appliances, as well as compatibility with IPsec VPN solutions from other leading
manufacturers. With the NETGEAR ProSafe VPN client, NETGEAR extends its line of cost-effective
security offerings, providing a single vendor solution for growing businesses.

Robust Security

Supports a wide range of security protocols and authentication methods, including Advanced
Encryption Standard (AES), Data Encryption Standard (DES), 3DES, Message-Digest Algorithm
(MD5) and Secure Hash Algorithm (SHA-1). Also supports Public-Key Infrastructure (PKI) and

Internet Key Exchange (IKE — main and aggressive modes), plus a wide range of Smart Cards
and certificate authorities.

Extensive Compatibility

Provides protected access to corporate resources via wireless, broadband, and dial-up
connections. Supports NETGEAR ProSafe VPN Firewalls, including the FVS318G, SRXN3205,
FVS336G, and SRX5308, the entire NETGEAR ProSecure UTM line, as well as many other IPsec-
compliant VPN devices. Enables client-initiated VPNs from Windows® 2000 Workstation, Windows
Server 2003, Windows Server 2008, Windows Vista®, Windows XP. and Windows 7 PCs.

Ease of Use

The NETGEAR ProSafe VPN client allows you to configure security policies and manage
certificates through its Windows-based graphical user interface. You can easily create, save,

and distribute configuration profiles for easy setup of end users. The ProSafe VPN client includes
several modules that make it easy to configure and diagnose connection problems:

* Configuration Wizard allows for guided and easy setup for quick deployment
e Security Policy Editor enables configuration of a security policy connection-by-connection
* Connection Panel allows at-a-glance monitoring and control of active tunnel connections

* VPN Console Viewer lists the IKE negotiations that occur as secure connections are established

Versatile Connectivity
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The NETGEAR ProSafe VPN client supports multiple connection modes for flexible and reliable
deployment.

* IPsec VPN Client to Gateway Mode — Allows remote users and business partners or
subcontractors to securely connect to the corporate network, with strong authentication.

* Peer-to-Peer Mode — Can be used to establish secure connections between individual
computers.

* Redundant Gateway Support — Can offer remote users a highly reliable secure connection
to the corporate network. The redundant gateway feature allows the NETGEAR ProSafe VPN
client to open an IPsec tunnel with a redundant gateway in case the primary gateway is down
or not responding.
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Technical Specifications
* Encryption

- 168-bit Triple Data Encryption
Standard (3DES) and

— 56-bit Data Encryption Standard (DES)
—128-, 192-, and 256-bit Advanced
Encryption Standard (AES)
* Hash Algorithms
- 128-bit Message-digest Algorithm
(MD5)
— 160-bit Secure Hash Algorithm (SHA-1)

* Authentication Mechanism
— Preshared Key
— X509 Certificate Support (PEM)
— X-Auth
* Diffie-Helman Group Support
— Group 1: MODP 768
— Group 2: MODP 1024
— Group 5: MODP 1536
— Group 14: MODP 2048
* Key Management
- ISAKMP (RFC2408)
- IKE (RFC2409)

* IPsec Modes
— ESP, tunnel, transport

* IKE Modes
— Main, aggressive, quick

* Connection Technologies
- DSL, dial-up modem, GPRS link,
Ethernet, PCMCIA cards, Wi-Fi
* Configuration Features
— Configuration Wizard, config mode,
hybrid mode, manual DNS/WINS
server configuration, IKE/NAT-T port
modification

¢ Conirol Features

— Connection panel/monitor, console
logs, split tunneling support, dead peer
detection, GUI password protection,
easy deployment by command line
commands

¢ Advanced Features

— NAT traversal (Draft1, 2 & 3) allow IPsec
connections through a NAT device,
NAT keep alive, payload NAT_OA, IP
address emulation, multi-tunneling to
several gateways, redundant gateways,
script support, DNS and WINS
resolutions supported, peer-to-peer
connections, USB mode

Supported Platforms
— Windows 2000
— Windows Server 2003 32-bit
— Windows Server 2008 32/64-bit
— Windows XP 32-bit
— Windows Vista 32/64-bit
— Windows 7 32/64-bit

Package Contents

— ProSafe VPN Client Professional
Software CD in 1-user (VPNGO1L) or
5-user (VPNGO5L) license packs

— Installation guide (on disk)
— Warranty/support information card

NETGEAR Related Products
— ProSecure™ UTM Series

- FVS318G ProSafe 8-Port Gigabit VPN
Firewall

— SRXN3205 ProSafe Wireless-N VPN
Firewall

— FVS336G ProSafe Dual WAN Gigabit
SSL VPN Firewall

— SRX5308 ProSafe Quad WAN Gigabit
SSL VPN Firewall

Warranty
— NETGEAR 90-day Warranty

NETGEAR

350 East Plumeria Drive
San Jose, CA 95134 USA
1-888-NETGEAR (638-4327)
E-mail: info@NETGEAR.com
www.NETGEAR.com

© 2010 NETGEAR, Inc. NETGEAR, the NETGEAR Logo, NETGEAR Digital Enfertainer Logo, Connect with Innovation, FrontView, IntelliFi,
PowerShift, ProSafe, ProSecure, RAIDar, RAIDiator, X-RAID, RangeMax, ReadyNAS and Smart Wizard are trademarks of NETGEAR, Inc. in the
United States and/or other countries. Other brand names mentioned herein are for identification purposes only and may be trademarks of
their respective holder(s). Information is subject to change without notice. All rights reserved.

*Free basic installation support provided for 90 days from date of purchase. Advanced product features and configurations are not included
in free basic installation support; optional premium support available.

D-VPNGO1L/VPNGO5L-9




