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KEY FEATURES

©®  Powerful Wireless IEEE 802.11b/g/n Access Point - ideal for the Setup of Commercial Wireless Hotspots
®  2x2 MIMO Antennas (SMA) for Data Transmission Rates up to 300Mbps
®  Backward Compatible with IEEE 802.11b/g Wireless-enabled Devices
©®  Robust Wall-mountable, Dust-proof (IP50) Metal Housing
®  1x 10/100 Ethernet WAN Port with Power over Ethernet (IEEE 802.3af)
®  2x10/100 Ethernet LAN Ports
®  Console Port (DB-9)
©®  Extended Operational Temperature Range -30 to 70°C
®  Standard-based Data Encryption and User Authentication: WEP, WPA/WPA2-PSK, IEEE 802.1x, TKIP, AES
©® Integrated AAA Support (Authentication, Authorization and Accounting), supports RADIUS Accounting
©®  Setup of On-Demand Accounts for Visitors
®  Policy-based Access Control, User Session Management, Per-User Bandwidth Control
®  Various Payment Options: Credit Card, Secure Pay and PayPal Billing
©®  Web-based User Interface and Integrated Advanced Security Features
©®  Easy Installation and Operation with Support for various Broadband Deployment Options
©®  Remote Management and Firmware Upgrade (Web-based User Interface, SSH, SNMP)
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THE FEATURE-RICH NETCOMM WIRELESS N HOTSPOT HS1100N ENABLES ANY BUSINESS OR
OFFICE ENVIRONMENT TO SET UP A HOTSPOT LOCATION OFFERING A WIRELESS INTERNET
CONNECTION FOR UP TO 100 USERS AT A TIME.

This HS1100N integrates the support for user authentication, authorisation,

accounting with a high-speed secure wireless connection to fulfil the needs

of a public wireless network.
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The HS1100N supports the wireless security standards WEP, WPA-PSK,
WPA2-PSK, IEEE 802.1x, TKIP and AES Cipher auto negotiation while

at the same time supporting VPN pass-through, Denial of Service attack
protection and configurable user black listing. The HS1100N allows effective
user management with a complete authentication mechanism that blocks
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unauthenticated users from gaining access to the network, an “online user

list” that monitors the real time status of each user and session control by

time and data volume.

The HS1100N is easy to install and operate. It can immediately achieve

compatibility with existing network configurations and works with

NetComm'’s Network Ticket Generator AG1100 to provide user accounts for

visitor-based, on-demand operations.
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Maximum wireless signal rate and coverage values are derived from IEEE Standard 802.11n
specifications. Actual wireless speed and coverage are dependent on network and environmental
conditions included but not limited to volume of network traffic, building materials and

construction/layout.
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TECHNICAL SPECIFICATIONS

NETWORKING

Router, NAT mode, Static IP, DHCP and PPPoE on WAN
interface

IP Plug and Play (IP PnP) | DHCP Server, DHCP Relay
Network Address Translation (NAT):

(1) DMZ Server Mapping

(2) Public Accessible Server

(3) Port and IP Redirect

Configurable static route

Support email service via designated email server
Walled Garden: supports Walled Garden Ad List to post
Advertisement website links on user login portal page
MAC Address Pass-Through | Ethernet connection to
external terminal servers

SECURITY

Security standards: WEP (64/128/152 bits), WPA/WPA2-
PSK, IEEE 802.1X, and TKIP & AES Cipher auto negotiation
VPN Pass-Through (PPTP), DoS attack protection, Layer 2
isolation,

Configurable user Black List

MAC Access Control List | MAC address and user identity
binding for local user authentication

USER MANAGEMENT

NETCOMM LIMITED
PO Box 1200, Lane Cove NSW 2066
Sydney, Australia ABN 85 002 490 486

Support 100 local accounts

Support 500 on-demand accounts for visitors
Simultaneous support for multiple authentication methods
(Local, RADIUS*2, and On-demand)

Support local account roaming

Policy-based access control (per-role assignments based on
Firewall Policies, Routing, Login Schedule, Bandwidth and
Session)

User Session Management:

(1) SSL protected login portal page

(2) Support multiple logins with one single account

(3) Session idle timer

(4) Session and account expiration control

(5) Login time frame control

(6) Session limit

Import/Export local and on-demand accounts from/to a
C8V file

MONITORING AND REPORTING

Online status monitoring of users, user Logs for traffic
recording, user traffic session (TCP/UDP) logging

Uplink (WAN) connection failure alert, SYSLOG server for
diagnosis and troubleshooting, Event Log

SYSTEM ADMINISTRATION

Web-based management Ul, customizable login and logout
portal page

SSH remote management, Remote firmware upgrade,
SNMP vi/v2c

Console management, NTP time synchronization

Backup and restore the system configuration

ACCOUNTING AND BILLING

Provide billing plans for On-demand accounts

Various on-demand account types: Usage, Duration, and
Cut-off

Session expiration control for On-demand accounts by time
Detailed per-user traffic history based on time for both local
and On-demand accounts

Traffic history report in an automatic email to administrator
Support credit card payment via external payment gateway
(PayPal)

RADIUS accounting; RADIUS VSA for volume-based quota
of an external RADIUS server

On-demand account batch creation

Send automatic e-mail to report User Log, on-demand User
Log, and Monitor IP status respectively

WIRELESS RADIO SPECIFICATIONS

AUSTRALIAN ENQUIRIES
P: (02) 9424 2070
F: 1800 063 962

E: sales@netcomm.com.au
W: www.netcomm.com.au

Wi-Fi standard: IEEE 802.11n/b/g in 2.4GHz frequency band
Modulation: OFDM, DSSS, CCK

P: (09) 448 5548
F: (09) 448 5549
E: sales@netcomm.co.nz
W: www.netcomm.co.nz
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PRT-AG1100

SDS-AG1100

* Wireless Interface: 1 x 802.11 n/b/g (300/11/54 Mbps)

* 2 x 5dBi(US)/2dBi(EU) detachable (SMA Connector) field-
replaceable Antenna

e RF output power: 100mW EIRP

e Number of multiple SSIDs: 2; number of WDS links: 2

HARDWARE SPECIFICATIONS

* Metal case compliant with IP50 Standard

* WAN Port: 1 x 10/100 Base-T, PoE compliant with IEEE
802.3af

e LAN Port: 2 x 10/100 Base-T

e Console Port: 1 x DB9

e USB Port: 1

e LED Indicators: 1 x Power, 1 x WAN, 2 x LAN, 1 x WLAN

PHYSICAL AND POWER

e Power Adapter 12V, 1.5A / 100~240 VAC, 50/60 Hz
* Form factor: Wall Mountable

e Dimensions (W x D x H): 204 mm x 134 mm x 35 mm
e Weight: 0.61 kg

ENVIRONMENT

e QOperation Temperature: -30 ~ 70 °C

e Operation Humidity: 10% ~ 80% (Non-condensing)
e Storage Temperature: -40 ~ 85 °C

e Storage Humidity: 5% ~ 90% (Non-condensing)

REGULATORY COMPLIANCE
e (C-tick, RoHS compliant

PACKAGE CONTENTS

e NetComm HS1100N main unit x 1
¢ Quick Start Guide (QSG) x 1

* Power Adaptor x 1

e Antennax2

e Console Cable x 1

e Ethernet Cable x 1

e Ground Cable x 1

* Mounting Kit x 1

INTERNATIONAL ENQUIRIES
P: +61 2 9424 2070

F: +61 2 9424 2010

E: int.sales@netcomm.com.au
W: www.netcommlimited.com

Trademarks and registered trademarks are the property of NetComm Limited or their respective owners. Specifications are subject to change without notice. Images shown may vary slightly from the actual product.



